Backup Exec 21
Przeglad nowych cech rozwigzania
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Wprowadzenie

Architektura BE

Nowe sposoby wymiarowania srodowiska backupu

Aspekty bezpieczenstwa w wersji BE 21

Instant Recovery i Instand Cloud Recovery ( Intergracja Azure Site
Recovery)

Opcja deduplikacji - zmiany

Backup Exec — zasoby informac;ji

Q&A




Przed czym powinnismy zabezpieczy¢ nasze
dane?

7

m Btad ludzki

= Awaria sprzetu

Wirusy ———
m Kataklizmy

® [nne

Raport Kroll Ontrack nt. przyczyn utraty danych

Architektura sprzetowo-
programowa

Zapewnienie dostepu do
danych

System tworzenia kopii
zapasowych

Przywrécenie utraconych
danych




Parametry RPO | RTO

* RPO: “Utrate ilu danych jestem w stanie
zaakceptowac?”

* RTO: “lle zajmie mi odtworzenie srodowiska
po awarii?”

Recovery point objectives Recovery time objectives



RPO i RTO, czyli ile danych mozesz stracic?

Tygodnie Dni Godziny  Minuty  Sekundy Sekundy Minuty  Godziny Dni Tygodnie

vV V. V V V

v V. V. V V

Recovery Point Objective

Recovery Time Objective

® Serwer wydruku o
@ Serwer poczty o
O Serwer R&D @
O Serwer WWW — ———@
® ERP )

@- Transakcje online -@



RPO i RTO, czyli jak zabezpieczyC Twoje dane?

Tygodnie Dni Godziny Minuty Sekundy

vV V. V V V

Sekundy Minuty Godziny Dni Tygodnie

v V. V. V V

Recovery Point Objective

Recovery Time Objective

Backup tasmowy
o—O

Backup dyskowy
o—O

Kopie migawkowe

Replikacja asynch.

Replikacja synch.

Odtwarzanie z tasmy
o——O

Odtwarzanie z dyskow
o——O
Reczna migracja

Klastry active-passive

Klastry active-active



Bezpieczenstwo

3—-2-1

/

3 kopie danych

|

2 urzgdzenia

.

1 kopia na zewnatrz




Ewolucja infrastruktury IT serwujgcej dane

Chmura /OpenSource
Wirtualna

Fizyczna

Heterogenicznos¢, Dostepnosé, Skala

_ Elastycznos¢
Proste i efektywne Wybér Multi-

rozwiazania Cloud

Konkurencyjnosc



Veritas Backup Exec
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Srodowisko Backup Exec

Virtual File and Application Servers Cloud, Disk, NAS, or NDMP

Nong
NEsramazon

L0 webservices

) Google Cloud Platform
=@ Microsoft Azure
Storage
*/cLoubiaN

BEDB

Backup Exec

Cloud Resources Server
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— Tape Drives and Libraries
Physical File and
Application Servers

VERITAS



Backup Exec Enterprise Server Option

Wiele MBES

Chronieni klienci

VERITAS



BE 21 — 6 Kwiecien
2020

BE 21 - Nowaosci

LY

Security

v 2 Factor

Authentication

Ransomware
Resilience (v2)

GDPR Guard

Payment Card
Industry and TLS 1.2
security compliance

Encryption in flight
and at rest

Journey to
Cloud

v" Google Cloud-
Seoul

v’ Integrates with
Azure Site
Recovery.DRaaS

v' AWS Glacier,

Glacier Deep
Archive

v" Dedup to Cloud

v Azure Archive

v AWS One Zone-IA
and Intelligent Tier

Performance
Improvements

Global
Deduplication
DD12

BE Accelerator -
Forever
Incremental

Resilient Change
Tracking for
HyperV

Change Block
Tracking for
VMware

Instant GRT

v" Bronze, Silver, Gold
FETB and Per
Instance

v" Windows Server
2019 version H2

v"  RHEL and Oracle
Linux 8/8.1

v VEMS Call Home

v' Veritas SaaS
Backup Reporting
Integration



Opcje licecjonowania — Subscription, Perpetual i Per Instance

I

* File server protectionfor = File server, database and  * File server, database and application

on-premise and cloud application protection for protection for on-premise and cloud B/SIG l;”e:

- Install and protect on-premise and cloud with centralized management of ?;gggney:
physical, virtual and * Install and protect backup servers for multi-site locations innymi
cloud file servers plhysciic;a?ll, virtual and * Central backup server management metodami

* Data Deduplication cloua file servers * |Install and protect physical, virtual licencjonowa
across all your data, * Protection and granular and cloud file servers nia
including to cloud recdc:;ZEybo'F applications - Protection and granular recovery of

* Backup to tape, disk an abases applications and databases

or cloud - Wlndcm_rs and Linux * Windows and Linux protection
protection

Tl s Dato Dedunlicati * NDMP and SAN shared
acarc:ass ZII:EF:J?%E:‘?; storage protection
including to cloud * Data Deduplication across all your

= Tape library up to data, including to cloud

4 drives . Unlim_ited physical or virtual V-Ray Edition
tape libraries

Custom Edition (a la carte)

jest nadal dostepna

* Backup to tape, disk } License Meter Per CPU
or cloud * Backup to tape, disk or cloud
- . Backup Exec Server v
- 2 " ./ support
24x7 support 5 Agent for Windows Unlimited*
Agent for VMware& Hyper-V Unlimited*
Agent for Linux Unlimited*
.. Agent for Applications and Databases Unlimited*
12, 24, 36 miesiecy ’ PP
Deduplication Option v




Licencje Per Instance

Uniwersalna metryka w kazdym srodowisku
Kazdy rodzaj obcigzenia traktowany jednakowo i konsumuje jedng instancje

Dostepny tylko w modelu pojemnosciowym Bronze, Silver i Gold Editions
w bundlach po 10 instancji

ONLY Workloads to be Counted Instances

Backup Exec Server 3

Agent for Windows 15 . . . ) B
B4 27instancji Ed Potrzeba zakupu 3 Bundli po 10 instancji

Agent for Linux and Unix 5

Agent for Applications and Databases 3

Agent for Remote Media for Linux Servers 1

Total 27




Przypisanie licencji

& Backup Exec (TM)

@ Veritas Backup Exec™

Select a Backup Exec edition license to install on the computer: Doste pn e I |cenCJe ( I nsta N CJe I u b F ETB)
v Vens Backup Exec Silver Edition - Instance v moga by¢ alokowane do roznych serweréw

+  Envirenment Check B E

+~  Add Licenses Review the licensed count that will be installed on the Backup Exec server:

> Review Licenses

Entitlement . . - Allocated Available
o Edition Name (click name for description) Count Count
Corfi Feat:
Lo A9305189843 | Backup Exec Silver Edition - Instance |77 50

Choose Languages
Service Accourt

Destination

Data Backup

Installation Review

Migration Progress

P Maintenance contract Entitlement IDs do not appear in the list because they cannot activate Backup
rogress Exec products.

VERITN\S B | [ Nt | [ Conce




Licencje pojemnosciowe - Capacity/Capacity Lite Editions (End of Sale)

Capacity Lite to Silver

Backup Exec Server

1 Front-end TB =

1 Front-end TB

Capacity to Gold

1 Front-end TB

1 Front-end TB

Agent for Windows

Agent for VMware & Hyper-V

Agent for Applications and Databases

Agent for Linux and Unix

NANANENAN

Deduplication Option

ANANEVANENEN

Library Expansion Option (LEO)

Up to 4 physical or
virtual tape drives

Capacity Litel! Silver
Bundle (License + Maintenance) 2,341.92 2,091.00
Renewal 437.92 437.92

Backup Exec Server v v
Agent for Windows v v
Agent for VMware & Hyper-V v v
Agent for Applications and Databases v v
Agent for Linux and Unix v v
Deduplication Option v v
Unlimited
Library Expansion Option (LEO) v physical and
virtual drive
Agent for Remote Media for Linux Servers v v
VTL Unlimited Drive Option (VUDO) v v
Enterprise Server Option v v
NDMP Option v v
Capacity! Gold
Bundle (License + Maintenance) 3,690.00 2,890.50
Renewal 690.00 690.00




BE 21 — mozliwosci upgrade’u

BE 21

@ @ 9

BE 15 BE 16 BE 20

BE 21 CAS moze komunikowac sie z BE 20.x MBES ] [ Backup Exec Migration Assistant (BEMA) v3 ]

BE 16 lub starsze MBES nie sg wspierane Pomaga przy migracji do BE 21




Liecje pojemnosciowe - Kontrola

Licensed Capacity — Status pokazywany w GUI

| E= =)

Backup and Restore  Job Monitor Storage

Active Alerts Storage Status

= f——] = == E‘ . , 0 . , o,
4.‘ ‘!‘ .‘!.‘ (| ‘-,‘1') [[] Alert History Configuration Tasks * Mozna przekroczyc 015 A) pojemnosc FETB
One Two |Narrow/Wide Three Reset Backup Status Simplified Disaster F Zalicencjonowana. POWyzeJ teJ granicy W’chza SIQ
Column |Columns Columns Home Tab Backup Size Database Encryptior . . .
Layout Syster licznik na 30 dni.
Ueansed Capacity Usage Status AR e Po 30 dniach zatrzymuja sie procesy backupu.

Odtwarzanie dziata
1.27 TB used of 1 TB

[ |

The capacity usage calculation is based on servers backed up in the o Jesli pojemnoéé backu péw Spadnie ponijej 115%
past 30 days. . X .
View Details licznik dni jest resetowany
U | 3|U|Days Remaining ¢ 3 backupy mozna usungc¢ z zdefiniowanych
Until your backup jobs will fail unless your capacity usage drops below your licensed backu pOW w kaZdyCh 30 dniach

capacity. To increase the licensed capacity, contact your software provider to obtain a
new license with an upgraded capacity.



Aspekty bezpieczenstwa w BE 21

Poswiadczenia wymagane przy Szyfrowanie in Flight i at Rest/ AES
dostepie do konsoli BE (2FA) 256-bit/Key Management

PCI DSS 3.1/3.2 IPv6 and Firewall Enhancements

Payment Card Industry Data Security
Standard Compliance - zgodnos¢

Komunikacja po IPv6

TLS 1.2 FIPS 140-2 GDPR Guard

Transport Layer Security — Federal Information Processing Blokowanie odtworzenia
komunikacja pomiedzy apliakcjami Standard — modut kryptograficzny oflagowanych danych

VERITAS



Odpornos¢ na Ransomware

To Pay or Not to

P

w dwdch obszarach .

Ochrona danych na repozytoriach dyskowych

e Jedynie procesy BE ,,mogg pisa¢” po zasobach
repozytoridw dyskowych (cecha przedstawiona w

Backup Exec. 20.4)

® Ochrona przed zdalnym wywotaniem proceséw
Backup Exec (nowos$é w Backup Exec 21)

VERITAS



Serwis Storage Lockdown aktywny by Default

@ Settings
Network and Security
Simplified Disaster Recovery
Storage
Cloud Storage
Barcode Rules
Granular Recovery Technology
Virtual Machines
Oracle
DBA-initiated Job Settings

Veritas Information Map

T, e I

User access settings

Secure the Backup Exec console

access settings.

[ &) Only the owner of a System Logon Account, who is logged on to the console can change the user ’ E n ab | e / D| S ab | e | 0 g owan y

w audit logu i event logu

Disk storage lockdown setting

Lockdown status: Enabled

0 The disk storage lockdown setting protects the disk-based backup storage configured with Backup
Exec. Any changes to the disk-based storage can only be done by Backup Evf Trraiie dik »
enabled by default and is the recommended setting to protect your backup d: E Disable dick starage lackdown o *
setting by providing the System Logon Account credentials.

Credertiaks to disable disk storsge lockdown

Lker name: MSFTadministralor

Reason 1o disable kckdown:

§F The disk storage lockdown setting protects the disk-based backup storage cordigured with Backup Exsc. Any

Wymagane pos’wiadczenia changes to he disk-based shorage can only be dane by Backup Exet. You can dealile the setbng by provading the
System Logon Account cradentials.

System Logon Account

VERITAS



2FA)Two- Factor Authentication — Remote Admin

3] Backup Exec (TM)

@ Veritas Backup Exec™

v Welcome Local Installation

v Installation Type O Install Backup Exec software and features

b e @ Install a Backup Exec server and features on this computer.
Destination

@® Install Remote Administration Console only

Install the Backup Exec Administration Console on this computer as a Remote
Administrator, which allows you to remotely administer servers from a Windows server or
workstation.

Installation Review
Progress

Complete X o
Use the logged on user's credentials as default authentication (also
applicable for Multi Factor Authenticated users).

[] Remote Installation

% Push install a Backup Exec server and features, or Agent for Windows to remote computers.

VE R I TAS gace | | Next | | Cancel

VERITAS



Wykorzystywanie srodowisk chmurowych
(public/private)

1. Direct to Cloud

o ] o o]

° [ [
A 0s3 m s
n'. r)lndl

Quantum. (& SCALTY =eew  CEPH
S AES /AArchiveStorage *Glacier

3. Within the Cloud

: 2. Disk to Disk to Cloud

‘I...

Secured 128-bit / 256-
bit
CONNECT FREE TO CLOUD OPTIMIZE BACKUP DATA DR RESILIENCY IN-LINE DEDUPLICATION
No addl'FlonaI BE Licenses for B, BB B A i, Cost Effective and Resilient IT @ptimizing your Cloud
connecting to cloud. Payonly . ) . o Infrastructure. Recover on prem or ) ; L
intelligent connection optimizer . consumption with Deduplication
toVMs in the Cloud

for Cloud consumption
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ey

| n Sta nt CIO u d Re COve ry ( I C R) Instant Cloud Recovery

Nowa cecha w BE 20.2 umozliwiajgca Disaster Recovery ,,do chmury”
poprzez integracje z Azure Site Recovery (ASR)

ASR replikuje VM’ki do Azure w trybie ciggtym co w przypadku awarii
umozliwia realizacje failover’u do replikowanej VMs

Instant Cloud Recovery wspiera VM Hyper-V i VMWare

Monitorowanie Replikacji Kontrola z konsoli BE

A 4

Administrator moze wykorzystac portal Azure portal dla kolejnych

operacji



Czym jest deduplikacja?

Backup tradycyjny

Single Instance Storage
(SIS)
W oparciu o pliki

Deduplikacja

W oparciu o bloki

Filel
File2

File3
File4
File5

Filel
File2

File3
File4
File5

Filel
File2

File3
File4

File5

i 1

Filel R
File2
File3 il
Filed 1 1|
File5

Filel Rl
File2

File3
File4 |
File5

Filel Bl I
File2

File3 L —
File4

File5



Deduplikacja w BE 21 - zmiany

BE 21 upgrade z BE 20 to
upgrade z DD10 do DD12 zasobow

a BE 16/15 to upgrade z deduplikacyjnych do
DD7 do DD10i do DD12 | DD12

Konwersja istniejgcych

F\

: : DD12 uzywa SHA-2 do
Nowe instalacje Backup .. )
Exec’s zawieraia DD12 kalkulacji hash’y w DD10
1a byt to MD5

VERITAS
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